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Installasi Mikrotik

Pertama-tama kita harus menginstal mikrotik kedalam Virtual Box. Berikut ini
merupakan langkah-langkah installasinya:

1. Klik New pada Virtual Box, lalu akan muncul kotak dialog dimana kita diminta
mengisikan Nama OS Virtual dan memilih Tipe dan versi OS tersebut. Isikan
Nama OS dengan nama Mikrotik OS, Tipe OSnya Other, dan versi OSnya
Other/Unknown

VM Name and OS Type

Enter a name For the new virtual machine and select the type of the guest
operating system you plan to install onto the virtual machine.

The name of the virtual machine usually indicates its software and
hardware configuration. It will be used by all VirtualBox components to
identify your virtual machine.

Name
[mikrotik OS] ]

0s Type
Operating System: | Other = ﬂl

Version: | Other/Unknown =

< Back

| Next> || CcCancel

2. Setelah itu kita diminta mengisi ukuran memori virtualnya, isikan 128MB

o Create New Virtual Machine

Memory

Select the amount of base memory (RAM) in megabytes to be allocated to
the virtual machine.

The recommended base memory size is 64 MB.

Base Memory Size

= 128|| MB

4 MB 3584 MB

<Back || Next> || Cancel



3. Berikutnya kita akan diberikan pilihan untuk menggunakan Hardisk yang sudah
ada(dalam bentuk vdi, kalau ada) atau membuat Hardisk yang baru. Pilih yang
membuat Hardisk yang baru

Virtual Hard Disk

If you wish you can now add a start-up disk to the new machine. You can
either create a new virtual disk or select one from the list or from another
location using the Folder icon.

If you need a more complex virtual disk setup you can skip this step and
make the changes to the machine settings once the machine is created.
The recommended size of the start-up disk is 2.00 GB.

[ start-up Disk

@ Create new hard disk

) Use existing hard disk

<Back || Next= Cancel

4. Pilih jenis virtual disknya VDI (VirtualBox Disk Image)

X Create New Virtual Disk

Welcome to the virtual disk creation wizard

This wizard will help you to create a new virtual disk for your virtual machine.

Use the Next button to go to the next page of the wizard and the Back button
to return to the previous page. You can also press Cancel if you want to cancel
the execution of this wizard.

Please choose the type of file that you would like to use for the new virtual disk.
IF you do not need to use it with other virtualization software you can leave this
setting unchanged.

File type
@® VDI (VirtualBox Disk Image)
) VMDK (Virtual Machine Disk)
) VHD (Virtual Hard Disk)
) HDD (Parallels Hard Disk)

| Next> Cancel



5. Kita alokasikan secara manual ukuran dari VDI, jadi pilih Fixed Size

Virtual disk storage details

Please choose whether the new virtual disk file should be allocated as it is used
or if it should be created fully allocated.

A dynamically allocated virtual disk file will only use space on your physical hard
disk as it fills up, although it will not shrink again automatically when space on it
is freed.

A Fixed size virtual disk file may take longer to create on some systems but is
often faster to use.

Storage details
) Dynamically allocated
@ Fixed size

<Back || Next= Cancel

6. karena Mikrotik tidak membutuhkan terlalu banyak memori, maka 200 MB sudah
cukup untuk menapung data-data yang diperlukan

Virtual disk file location and size

Please type the name of the new virtual disk file into the box below or click on
the folder icon to select a different Folder to create the File in.

Location

Mikrotik OS &

Select the size of the virtual disk in megabytes. This size will be reported to the
Guest OS as the maximum size of this virtual disk.

Size
—— — | 200MB
4.00 MB 2.00TB

<Back || Next> Cancel



7. Selanjutnya tinggal create

” Create New Virtual Disk

Summary

‘You are going to create a new virtual disk with the following parameters:

File type: VDI (VirtualBox Disk Image)

Details: Fixed size storage

Location: /home/mahasiswa/VirtualBox VMs/Mikrotik OS/Mikrotik OS.vdi
Size: 200.00 MB (209715200 B)

IF the above settings are correct, press the Create button. Once you press it the
new virtual disk file will be created.

<Back || Create Cancel

Summary

You are going to create a new virtual machine with the fFollowing
parameters:

Name: Mikrotik OS

0OS Type: Other/Unknown

Base Memory: 128 MB

Start-up Disk: Mikrotik OS.vdi (Normal, 200.00 MB)

IF the above is correct press the Create button. Once you press it, a new
virtual machine will be created.

Note that you can alter these and all other setting of the created virtual
machine at any time using the Settings dialog accessible through the
menu of the main window.

<Back || Create Cancel



8. Setelah selesai, maka akan muncul Mikrotik OS seperti pada gambar berikut

Oracle ViV
@ & <D
DR <t tings (Ctrl+s) [l

{3 Details | @ Snapshots

|>:*j nexus4.1.c} - = General = preview
@iEokered OfF Name: Mikrotik OS
™75 Windows 7 0S Type: Other/Unknown
# @ Powered OFff
Mikrotik OS
© Powered Off Syaen
Base Memory: 128 MB
Boot Order:  Floppy,
CD/DVD-
ROM, Hard
Disk
Display
Video Memory: 9 MB

Remote Desktop Server: Disabled

@ storage

IDE Controller
IDE Primary Master: Mikrotik OS.vdi
(Normal, 200.00 MB)

IDE Secondary Master (CD/DVD): Empty

o Awdia %

9. Klik tombol setting seperti pada gambar atau klik kanan pada icon Mikrotik OS
lalu klik system. Pada boot order, kita harus memilih CD/DVD-ROM untuk
booting.

B General

System

System

Display Motherboard | Processor | Acceleration

@ storage face —
ase Memory: <

o Audio

®F Network 4MB 3584 MB
Boot Order: | @@

9 serial Ports B Floppy -

& usB %@ CD/DVD"ROM JIT ove Up (Ctrl-Up)

® & Hard Disk

& shared Folders

_ Help

[ @ Network
Chipset: PIX3
Extended Features: [ | Enable |0 APIC
[} Enable EFI (special OSes only)
[} Hardware clock in UTC time

Enable absolute pointing device

Moves the selected boot device up.

Cancel



Cara memindahkannya klik gambar CD/DVD-ROM lalu klik tanda panah ke atas
seperti pada gambar sampai gambar CD/DVD-ROM tadi berada paling atas dari

boot order

E General
System
Display

@ storage

fp Audio

= Network

% serial Ports
& usB

@ shared Folders

Help |

System

Motherboard | Processor = Acceleration

Base Memory: -} 128 | MB
" 3584 MB
Boot Order:

& B Floppy
& & Hard Disk
[] & Network
Chipset: |PlIIX3 |
Extended Features: | Enable 10 APIC
[] Enable EFI (special OSes only)
[} Hardware clock in UTC time

[} Enable absolute pointing device

Select a settings category from the list on the left-hand side and move the
mouse over a settings item to get more information.

cancel | [NOKIN

10. Klik Storage lalu klik tombol Setup the virtual CD/DVD Drive seperti pada

gambar

El General
System
Display

@ storage
fp Audio

= Network
9 serial Ports

& use

& shared Folders

Help |

Storage Tree

Storage

Attributes
CD/DVD Drive: | IDE Secondar * | (&

[] Live CD/DVD

& IDE Controller
Mikrotik OS.vdi

Information
Type: —
Size: -
Location: -
Attached To: -

@ @ @ @

Choose a virtual CD/DVD disk or a physical drive to use with the virtual
drive. The virtual machine will see a disk inserted into the drive with the
data in the File or on the disk in the physical drive as its contents.

cancel | [NOK




Klik choose a virtual CD/DVD disk file, maka akan muncul separti pada gambar
berikut

Places Name v Size Modified

Q search © mikrotik-6.13.is0 20.3MB  16:45

& Recently Used  (°) Pelatihan Manajemen TIK.iso 440.2 MB 04/25/2014
s mahasiswa

K Desktop

O File system

i Documents

Il Music

W Pictures

I8 videos

iLi Downloads

All CO/DVD-ROM disk images =

cancel | (SORERNY

Pilih mikrotik-6.13.iso dan klik open

11. Klik Network, maka akan muncul gambar berikut

=l General Network

System

Display Adapter 1 | Adapter 2 Adapter3 Adapter 4
@ storage

& Enable Network Adapter

o Audio
& Network Attached to:I

¢ serial Ports Name:

& uss b Advanced
shared Folders

Controls how this virtual adapter is attached to the real network of the
Host 0S.

| Help | | Cancel | (SRNOKESY



Pada Adapter 1, NAT (yang dilingkari) diubah menjadi Bridged Adapter

E General
System
Display
@ storage
o Audio

= Network
3 serial Ports

& use

& shared Folders

~ Help

Network

Adapter 1 | Adapter2 Adapter3 = Adapter 4

[ Enable Network Adapfe

Attached toff| Bridged Adapter
Name: | etht

b Advanced

Select a settings category from the list on the left-hand side and move the
mouse over a settings item to get more information.

_ Cancel oK

Pada Adapter 2, checklist Enable Network Adapter seperti pada gambar berikut

B General
System
Display

@ storage

o Audio

=P Network

B serial Ports
& usB

& shared Folders

_ Help

Network

Adapter 1 | Adapter 2 | Adapter 3 = Adapter 4

& Enable Network Adapks

Attached toff| Not attached
Name

I Advanced

Controls how this virtual adapter is attached to the real network of the
Host OS.

_ Cancel oK



Not attached(yang dilingkari) diganti dengan Internal network lalu klik OK

[E General Network

System

Display Adapter 1 = Adapter2 | Adapter 3 Adapter 4

@ storage & Enable Network Adapte

o Audio

& Network Attached tqf Internal Network 2

% serial Ports Name: | intne v
& uss b Advanced

I shared Folders

Select a settings category from the list on the left-hand side and move the
mouse over a settings item to get more information.

Help Cancel OK

12. Klik tombol start, maka akan muncul seperti pada gambar berikut:

@™ @ Mikrotik [Running] - Oracle VM VirtualBox
Welcome to MikroTik Router Software installation

ove around menu using ‘p’ and 'n’ or arrow keys, select with ’spacebar’.
B i3

Belect all with "a’, minimum with 'm’. Press ’i’ to install locally or 'q’ to
ancel and reboot.

[X]1 system ipub routing

1 ppp izdn security
dhcyp kvm ups
advanced-tools lcd USEr-manager
calea mpls wireless
gps multicast

hotspot ntp

lsystem (depends on nothing):
ain package with basic services and drivers




13. Ketikkan a untuk memilih semuanya diinstalasi sehingga akan terlihat sebagai
berikut:

@™ @ Mikrotik [Running] - Oracle VM VirtualBox
Welcome to MikroTik Router Software installation

ove around menu using ‘p’ and 'n’ or arrow keys, select with ’spacebar’.
F 3

Belect all with 'a’, minimum with 'm’. Press "i’ to install locally or ‘g’ to
ancel and reboot.

[X]1 system [X1 ipub [X] routing

[X1 ppp [X]1 isdn [X] security

[X1 dhep [X1 kum [X]1 ups

[X] advanced-tools [X]1 lcd [X] user-manager
[X1 calea [X1 mpls [X] wireless

[X]1 gps [X] multicast

[X1 hotspot [X1 ntp

Fystem (depends on nothing):
lain package with basic services and drivers

14. Ketikkan i untuk menginstallasi

@™ @ Mikrotik OS [Running] - Oracle VM VirtualBox
Welcome to MikroTik Router Software installation

ove around menu using ‘p’ and ‘w’ or arrow keys, select with ’spacebar’.
s

Belect all with "a’, minimum with 'm’. Press i’ to install locally or 'g' to
ancel and reboot.

[X] system [X] ipub [X] routing

[X]1 ppp [x] isdn [X]1 security

[X]1 dhcp [x]1 kvm [X]1 ups

[X] advanced-tools [x] lcd [X] user-manager
[X] calea [X]1 mpls [X] wireless

[X]1 gps [X]1 multicast

[X1 hotspot [X1 ntp

Fystem (depends on nothing):
ain package with basic services and drivers

Do you want to keep old configuration? [ysnl:



15. Lalu tinggal ketik y saja dan tunggu sampai proses installasi selesai

@ ® @ Mikrotik 0S [Running] - Oracle VM VirtualBox
cancel and reboot.

[X]1 ipwb routing
[X1 ppp [X]1 isdn security
[X1 dhcp [X1 kum ups
[X1 advanced-tools [x]1 lcd user-manager
[X] calea [x] mpls wireless
[X1 gps [X] multicast
[X1 hotspot [X1 ntp

lsystem (depends on nothing):
lain package with basic services and drivers

Do you want to keep old configuration? I[ysnl:y

arning: all data on the disk will be erasedt?

ontinue? [ysml:

@ ® @ Mikrotik OS [Running] - Oracle VM VirtualBox

[X1 ppp [X1 isdn security

[X1 dhcp [X1 kvm ups

[X1 advanced-tools [X1 lcd user-manager
[X]1 calea [X]1 mpls wireless

[X1 gps [X] multicast

[X1 hotspot [X1 ntp

l=ystem (depends on nothing):

ain package with basic services and drivers
Do you want to keep old configuration? I[ysnl:y
arning: all data on the disk will be erased?
ontinue? [ysnl:y

ARNING: couldn’t keep config - current license does not allow that
reating part

16. Setelah proses installasi selesai, klik tombol close lalu pilih Power Off the
machine dan klik OK

@ Close Virtual Machine

P“ | You want to:
4
— Save the machine state

(O]

7 @ Power off the machine

Help Cancel




17. Setelah keluar, klik tombol setting, lalu klik System. Setelah itu, uncheck

E General System
‘ System
Display Motherboard Processor Acceleration
@ storage -~ ] —
ase Memory: -}

o Audio ryv
& Network 4 MB 3584 MB
£ serial Ports R
£ uss & B Floppy
& shared Fold [ & Hard Disk

Shared Folders O] & Network

Chipset: |PlIIX3 =

Extended Features: [_| Enable 10 APIC
["] Enable EFI (special OSes only)
[} Hardware clock in UTC time

["] Enable absolute pointing device

When checked, the virtual machine will support the Input Output APIC
(10 APIC), which may slightly decrease performance. Note: don't disable
this feature after having installed a Windows guest operating system!

| Help Cancel { oK J

18. Klik Storage lalu remove mikrotik-6.13.iso dengan menggunakan tombol seperti
pada gambar berikut:

® General Storage

System

Display Storage Tree Attributes

® Storage @ IDE Controller CD/DVD Drive: | IDE Secondar * |@&-

P Audio Mikrotik OS.vdi [ Live CD/OVD

= Network - ® mikrotik-6.13.is0 Information

¢ Serial Ports Type: Image

& usB Size: 19.40 MB

3 Shared Folders Location: /home/mahasiswa...
Attached To: Mikrotik OS

Cancel | |[SNNOKEN

Help



E General
System
Display

@ Storage

o Audio

P Metwork

B serial Ports
& usB

Shared Folders

Help

Storage

Storage Tree

@ IDE Controller
Mikrotik OS.vdi
@ mikrotik-6.13.is0

VirtualBox - Information

Attributes

Information

Are you sure you want to delete
the CD/DVD-ROM device?

You will not be able to mount any
CDs or ISO images or install the
Guest Additions without it!

Cancel ﬁ

CD/DVD Drive: | IDE Secondar = | @&

[] Live CD/DVD

|
@ @a@e

: Image

: 19.40 MB

: /home/mahasiswa...
Mikrotik OS

= General
System
Display

@ storage

o Audio

B Network

& serial Ports
& uss

Shared Folders

Help

‘ Storage

Storage Tree

& IDE Controller

@@ aae

Attributes

Hard Disk:

IDE Primary b * | &»

[ solid-state drive

Information

Type (Format):
Virtual Size:
Actual Size:

Details:
Location:
Alttached To:

MNormal (VDI)

200.00 MB

200.01 MB

Fixed size storage
/home/mahasiswa...
Mikrotik Os



Penggunaan Mikrotik

Setelah installasi, sekarang kita masuk ke penggunaan mikrotik. Berikut ini
merupakan langkah-langkah dalam menghidupkanOS Mikrotik ini:

1. Klik Mikrotik OS, lalu tekan tombol show, tunggu sampai keluar tampilan seperti
pada gambar berikut

@™ Mikrotik 05 [Running] - Oracle VM VirtualBox

ikroTik 6.13
ikroTik Login: _

2. Untuk masuk kita membutuhkan login dan password. Login yang digunakan disini
adalah admin dan passwordnya kosong jadi tinggal tekan tombol Enter

@ ® & Mikrotik OS [Running] - Oracle VM VirtualBox

MikroTik 6.13
MikroTik Login: admin
Password: _




3. Setelah itu akan muncul tampilan seperti gambar berikut:

@™ ™ Mikrotik OS [Running] - Oracle VM VirtualBox

MMM MMM KKK TTTTTTTTTITT KKK

MHHH MHHH KKK TTTTTTTTTITT KKK

MMM MMMM MMM III KKK KKK RRRRRR oooooo TTT ITT KKK KKK
MMM MM MMM III KEKEKEEK RRRE RRR 000 o000 TTT ITT KKKKK
MMM MMM III KKK KKK RRRRRR ooo 000 TTT ITTI KKK KKK
MMM MMM III KKK KKK RRR RRR oooooo TTT ITT KKK KKK

MikroTik Router0S 6.13 (c) 1999-2814 http:sruww.mikrotik.com~

[ROUTER HAS NO SOFTWARE KEY

You have 23h49m to configure the router to be remotely accessible,
nd to enter the key by pasting it in a Telwet window or in Winbox.
Turn off the device to stop the timer.

[See www.mikrotik.comskey for more details.

urrent installation "software ID": 9IBS-NFBC
IPlease press "Enter" to continue!

Setelah menekan tombol enter berarti Mikrotik siap digunakan

@@ Mikrotik OS5 [Running] - Oracle VM VirtualBox

MMM MMM KEE TTTITTTTTITT

MMM MMM IITI KKK KKK RRRRRR ooo 000 TTT IIT KKK KKK
MMM MMM IITI KKK KKK RRR RRR oooooo TTT IIT EKEE KKK

MikroTik Router0S 6.13 (c) 1999-Z2014 http:ssuuw.mikrotik.comn-

[ROUTER HAS NO SOFTWARE KEY

You have £3h49m to configure the router to be remotely accessible,
nd to enter the key by pasting it in a Telnet window or in Winbox.
Turn off the device to stop the timer.

ISee www.nikrotik.comskey for more details.

urrent installation “software ID": 91BS-NFBC
[Please press “"Enter"” to continue?
junsB6-2014 16:51:51 system,error,critical router was rebooted without proper sh



Routing Mengqunakan Mikrotik

Untuk melakukan Routing berikut ini merupakan tata caranya:

1. Kita tidak tahu nama dari interface yang digunakan yang sudah ada sebelumnya,
untuk melihat interfacekita ketikkan:
/interface
print

@™ @ Mikrotik OS [Running] - Oracle VM VirtualBox
MMM MMM III KKK KKK RRR RER oooooo TTT IIT KKK KKK

MikroTik Router0S 6.13 (c) 1999-2814 http:/ wwu.mikrotik.com~

ROUTER HAS NO SOFTWARE KEY

You have Z3h49m to configure the router to be remotely accessible,
nd to enter the key by pasting it in a Telnet window or in Winbox.
Turn off the device to stop the timer.

See www.mikrotik.com-key for more details.

urrent installation "software ID": 9IBS-NFBC
Flease press "Enter” to continue?
jun-B6-2014 18:51:51 system,error,critical router was rebooted without proper sh

1>
1 >
Flags: D - dymamic, X - disabled, R - rumning, 3 - slave
NAME TYPE MTU LZMTU MaAX-LZMTU
8 R etherl ether 156808
1 R etherZ ether 1508
[ [c]

2. Setelah kita tahu nama dari interfacenya dan kita ingin mengganti nama dari
interface tersebut, ketikkan:
/interface
set 0 name=Local; set 1 name=Public

@™ @ Mikrotik OS [Running] - Oracle VM VirtualBox

You have 23h49m to configure the router to be remotely accessible,
and to enter the key by pasting it in a Telnet window or in Winbox.
Turn off the device to stop the timer.

[See www.mikrotik.com-skey for more details.

urrent installation "software ID": 9IBS-NFBC
Please press "Enter” to continue?
jun-06-2014 18:51:51 system,error,critical router was rebooted without proper sh

1>
1
Flags: D - dynamic, X - disabled, B - running, 3 - slave
NAME TYPE MTU LZMTU MAX-LZMTU
8 R etherl ether 15808
1 R ether2 ether 15808
Local 1 Public
o]

- slave
# NAME TYPE MTU LZMTU MAX-LZ2MTU
8 R Local ether 15808
1 R Public ether 15808
[ e




3. Untuk melihat apakah mikrotik sudah memiliki IP address, ketikkan:
/ip add
Print

@™ @ Mikrotik OS [Running] - Oracle VM VirtualBox
See www.mikrotik.com-skey for nore details.

Current installation "software ID": 9IBS-NFEC
Please press “"Enter” to continue?
jun-B6-2814 168:51:51 system,error,critical router was rebooted without proper sh

down

1>
1
[Flags: D — dynamic, X - disabled, B - running, 3 - slave
# NAME TYPE MTU LZMTU MAX-LZMTU
8 R etherl ether 1580
1 R etherd ether 1580
] Local 1 Public
e

- slave
#t NAME TYPE HTU LZMTU MAX-LZMTU
8 R Local ether 1580
1 R Public ether 1580
>
] >
Flags: X - disabled, I - invalid, D - dynamic
ADDRESS NETUORK INTERFACE
>

4. Bisa dilihat dari gambar diatas bahwa mikrotik masih belum memiliki IP address,
untuk mensetting IP address untuk mikrotik, ketikkan:
/ip add
add interface=Public address=168.192.1.160/24
add interface=Local address=192.168.1.1/24

@™ @ Mikrotik OS [Running] - Oracle VM VirtualBox

e 1>
e 1 >
: D - dynamic, X - disabled, R - runming, 3 - slave
NAME TYPE MTU LZMTU MAX-LZMTU
etherl ether 1580
R ether2 ether 1580
] Local 1 Public
e

- slave
#t NAME TYPE HTU LZMTU MAX-LZMTU
8 R Local ether 1580

1 R Public ether 1580

>
] >
Flags: X - disabled, I - invalid, D - dynamic
ADDRESS NETUORK INTERFACE
1 > interface=Public address=168.192.1.168-24
1 > interface=Local address=192.168.1.1-24
1 >
: X - disabled, I - invalid, D - dynanic
NETUORK INTERFACE
168.192.1.168-24 168.192.1.8 Public
192.168.1.1-24 192.168.1.8 Local
e 1 >




5. Setelah kita mensetting |
/ip dns
set server=192

Y
1 R Public
1] 1

lags: X - disabled,
ADDRESS

I

1

1

1
: X - disabled,
ADDRESS
168.192.1.1668-24
192.168.1.1-24

1

1

1

I

EErVErs.

P address, kita setting IP dnsnya, kettikkan:

.168.1.3 allow-remote-requests=yes

Mikrotik OS [Running] - Oracle VM VirtualBox

ether
>
>
invalid,
NETWORK
>
>
>
invalid,
NETWORK
168.192.1.8
192.168.1.8
>

D - dynamic

INTERFACE
interface=Public address=168.192.1.168-24
interface=Local address=192.168.1.1-24

- D - dynamic
INTERFACE
Public

Local

>
>
192.168.1.3

19Z.168.1.3

dynamic-servers:

allou-remote-requests:
max—udp-packet-size:
guery-server—timeout:
guery-total-timeout:
cache-size:
cache-max-ttl:
cache-used:

6. Sekarang tinggal buat IP
/ip route

yes
4896

2s

18s
2048KiB
1w

9KiB

gatewaynya, ketikkan:

add gateway=168.192.1.1

@™ @ Mikrotik OS [Running] - Oracle VM VirtualBox

a 166.192.1.168-24
192.168.1.1-24

1

1

1

EErVErS:

168.192.1.8
192.168.1.8
>

Public
Local

>
>
192.168.1.3

19Z2.168.1.3

dynamic-servers:

allow-renote-regquests:
max-udp-packet-size:
query-server—timeout:
query-total-timeout:
cache-size:
cache-max-ttl:
cache-used:

1
1

yes
4896
28
18s
2848KiB
1w
9KiB

>

> 168.192.1.1

1 >
X - disabled, A - active, D - dymanic,
- connect, 3 - static, r - rip, b - bgp, o - ospf, m - mne,
- blackhole, U - unreachable, P - prohibit

DST-ADDRESS

6.0.08.8-8

168.192.1.8-24

192.168.1.8-24
1

PREF-SRC GATEWAY
168.192.1.1
Public

Local

DISTANCE

168.192.1.168
192.168.1.1
>




7. Untuk mengkonversi alamat Local menjadi Public, ketikkan:
/ip firewall nat
add chain=srcnat out-interface=Public src-
address=192.168.1.0/24 action=masquerade

@™ @ Mikrotik OS [Running] - Oracle VM VirtualBox

allow-remote-regquests: yes
max—udp-packet-size: 4896
guery-server-tineout: Zs
guery-total-timeout: 18s
cache-size: Z2B48KiB
cache-max-ttl: 1w
cache-used: 9KiB
1 >
1 > 168.192.1.1
1 >
lags: X - disabled, A — active, D - dynamic,
- conmect, 3 - static, » — rip, b - bgp, o - ospf, m — nmne,
B - blackhole, U - unreachable, P - prohibit
DST-ADDRESS PREF-SRC GATEWAY DISTANCE
AS ©0.0.0.8-8 168.192.1.1 1
ADC 166.192.1.8-24 168.192.1.168 Public 4]
ADC 192.168.1.8-24 192.168.1.1 Local 4]
o] 1 >
[t 1 > chain=srcnat Public
192.168.1.8-24 nasquerade
o] 1 >
lags: X — disabled, I - invalid, D - dymamic
srcnat masquerade 192 .168
Public
1 >

#
4]
1
2

192.168.1.0 merupakan network local, bukan IP Local. Jadi yang dikonversi
menjadi IP Public dimulai dari 0 sampai seterusnya.

8. Berikut ini merupakan cara untuk memblokir suatu website agar tidak dapat dibuka
secara bebas: (misal: Facebook)
/ip firewall layer7-protocol
add name=facebook regexp=www.facebook.com

@™ @ Mikrotik OS [Running] - Oracle VM VirtualBox

cache-used: 9KiB
1 >
1 > 168.192.1.1
1 >
Flags: X - disabled, A - active, D - dynamic,
- connect, § - static, r - rip, b - bgp, o - ospf, m - nmne,

DST-ADDRESS PREF-SRC GATEWAY DISTANCE

AS 0.0.0.8-8 168.192.1.1 1

ADC  168.192.1.8-24 168.192.1.168 Public a

ADC  192.168.1.8-24 192.168.1.1 Local a
|C] 1 >

#
4]
1
2

|C] 1 > chain=srcnat Public
192.168.1.8-24 masguerade
1 >
Flags: X - disabled, I - invalid, D - dynamic
srcnat masguerade 192.168.1.8-24
Public

>
> facebook

>
REGEXP
8 facebook wuwy.facebook.con
|C] >



http://www.facebook.com/

Akan tetapi, kalau hanya sampai disini saja, website tersebut masih bisa dibuka.
Jadi harus buat filternya juga, dengan mengetikkan:

/ip firewall filter

add chain=forward layer7-protocol=facebook action=drop

@™ @ Mikrotik 0S [Running] - Oracle VM VirtualBox

B - blackhole, U - unreachable, P - prohibit
DST-ADDRESS PREF-SRC GATEWAY DISTANCE
8.0.0.8-8 168.192.1.1 1
168.192.1.0-24 168.192.1.168 Public 5]
192.168.1.8-24 192.168.1.1 Local a
1 >
1 > chain=srcnat Public
192.168.1.8-24 nasguerade
[c] 1 >
Flags: X - disabled, I — invalid, D - dynamic
srcnat masquerade 192 .168.1.8-24
Public
1 >
1 > facebook

1 >

REGEXP

wuww . facebook.com
1 >
1 chain=forward

drop

1 >
Flags: X - disabled, I - invalid, D dynamic
forward drop facebook
1




